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STEPS TO TAKE BEFORE UPDATING TO NEW REMOTE CONNECT FIRMWARE V8.0.6

WINDOWS

REMOVE JAVA TRACE AND LOG FILES AS WELL AS CACHED APPLICATIONS AND APPLETS:
NOTE: Screens will vary by OS version

1. Open the Java Control Panel (Windows Control Panel -> Programs -> Java)
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About

View version information about Java Control Panel.

Metwork Settings

Metwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

2. Click on the Settings button under

Temporary Internet Files to bring up e
the Temporary Files Settings window e oy oy 1 ek xceson e ol

Settings... H View...

Java in the browser is enabled.  See the Security tab

Continued on next page
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3. In the Temporary Files Settings window, click on
the Delete Files button to bring up the Delete Files

and Applications window

4. In the Delete Files and Applications window,
select Trace and Log Files and
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I 5. Click OK in the Delete Files and Applications window
View version information about Java Control Panel.
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Files you use in Java applications are stored in a special folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... H View...

Java in the browser is enabled.  See the Security tab
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STEPS TO TAKE BEFORE UPDATING TO NEW REMOTE CONNECT FIRMWARE V8.0.6

WINDOWS

ADD IP TO EXCEPTION LIST:
NOTE: Screens will vary by OS version

& 1ava Control Panel
Generall Updatel Java Security I Advanced

1. Open the Java Control Panel
(Windows Control Panel -> Programs -> Java)
NOTE: Refer to pg1, step1

¥ Enable Java conkent in the browser

Security level For applications not on the Exception Site lisk
= Mery High

Only Java applications identified by a certificate from a trusted authority are allowed ta run,
and only if the certificate can be verified as not revoked,

2. Click on the Security tab & High

Java applications identified by a certificate from a trusted authority are allowed to run, even
if the revocation status of the certificate cannot be verified,

Exception Site Lisk

Applications launched from the sites listed below will be allowed to run after the appropriate
security prormpks,

lick Edit Site List. ..
3. Click on the Edit Site List button F sddtens o this i $

Restore Security Prompts | Manage Certificates. .. |
Ok | Cancel | Apply |
£ Exception Site List
4. Click the Add button Applications launched From the sites listed below will be allowed ka run after the appropriste security

prompks.

Click Add to add an item to this list.

Reemaye

fﬁh FILE and HTTP protocols are considered a security risk., l

‘We recommend using HTTRS sites where available.

CK Cancel

Continued on next page
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5. Enter http://xxx.xxx.xxx.xxx, where the “xxx.xxx.xxx.xxx” is the
IP address of your SiteSync 1Q, AllSync 1Q, or Remote Transmitter
No preceding zeros are needed (i.e. 192.168.10.5)

B Exception Site List B Exception Site List

Applications launched from the sites listed below will be allowed ko run after the appropriate security Applications launched from the sites listed below will be allowed to run after the 3PP
prompts. prompts,
|

o Location i Location |
https:[fwww, example. com/dir[ or https: [{www.example, com[app, html thp:(f192,168,14,11

eXample

add | Remove | add|
"'k FILE and HTTF protocols are considered a security risk., '”h FILE and HTTP protocols are considered a security risk. |
‘e recommend using HTTPS sites where awvailable. ‘We recommend using HTTRS sites where available. |
aK I Cancel | ol
]
Security Warning - HTTP Location

6. Click the OK button and the

following Continue button Including an HTTP Location on the Exception Site List is
considered a security risk

-

Location: http:/f192.1658.14.11

Locations that use HTTP are a security risk and may compromise the personal information on your
computer. We recommend including only HTTPS sites an the Exception Site List,

Click Continue to accept this location o Cancel ko abort this change.

B 1ava Control Panel = » onkinue |

Generall Updatel Java Security I Advancedl

|+ Enable Jawva cortert in the browser

Security level For applications not on the Exception Site list
i Very High

Only Java applications identified by a certificate from a trusted authority are allawed o run,
and only if the certificate can be verified as not revaoked.

i+ High
Java applications identified by a certificate From a krusted autharity are allowed to run, even

if the revocation stabus of the certificate cannot be werifisd,

7. Click OK in the Java Control Panel window

Exception Site List

Applications launched from the sites lisked below will be allowed ko run after the appropriate
security prompks,

rttp:,l’,l’lQZ. 168.14,11

Restare Security Prompks I Manage Certificates. .. |

» oK | Cancel I Apply I
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